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• A man from Hong Kong was arrested January 14 at the San Francisco Airport after being 
accused of smuggling stolen military devices into the U.S., improperly importing goods, 
and providing false statements on the origin of the devices from 2005 through 2009. - 
Associated Press; South China Morning Post (See item 2) 

• Two individuals pleaded guilty to committing more than $82,000 in credit card fraud at a 
Walmart store in Burton. One of the individuals was a cashier at the store and aided in the 
fraud. - Flint Journal (See item 3) 

• A gunman was hurt by a self-inflicted gun wound after shooting an administrator at the 
Stevens Institute of Business & Arts in St. Louis January 15. Both men were transferred to 
a local hospital while students were evacuated and police cleared the scene of the crime. - 
Las Vegas Guardian Express (See item 20) 

• A circuit court found a Prince George’s County police officer guilty of illegally selling and 
distributing 29 guns he confiscated while on a specialized task force between 2008-2009. 
Out of the 29 stolen guns, only 12 were recovered. - Maryland Gazette (See item 21) 
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Energy Sector 



1. January 16, WXIA 11 Atlanta - (Georgia) 3 arrested for stealing copper from power 
station. Three individuals were arrested and jailed in Cherokee County for stealing 
around 162 pounds of copper from a power substation located in Waleska. 

Source: http://www.llalive.com/news/article/272594/40/3-arrested-for-stealing- 
copper-from-power-station 

For another story, see item 6 
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Chemical Industry Sector 

See item 18 
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Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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Critical Manufacturing Sector 

Nothing to report 
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Defense Industrial Base Sector 

2. January 16, Associated Press; South China Morning Post - (National; International) 
Hong Kong man charged with stealing US military equipment. A man from Hong 
Kong was arrested January 14 at the San Francisco Airport after being accused of 
smuggling stolen military devices into the U.S., improperly importing goods, and 
providing false statements on the origin of the devices from 2005 through 2009. 
Source: http://www.scmp.eom/news/hong-kong/article/l 129345/hong-kong-man- 
charged-stealing-us-military-equipment 
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Banking and Finance Sector 

3. January 15, Flint Journal - (Michigan) Burton Walmart defrauded of $80,000 in 
credit card scam probed by Secret Service. Two individuals pleaded guilty to 
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committing more than $82,000 in credit card fraud at a Walmart store in Burton. One of 
the individuals was a cashier at the store and aided in the fraud. 

Source: 

http://www.mlive.com/news/flint/index.ssf/2013/01/two charged after secret servi.ht 
ml 
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Transportation Sector 

4. January 16, Pittsburgh Post-Gazette - (Pennsylvania) Cows tipped in tractor- trailer 
crash on Interstate 80. Westbound lanes of Interstate 80 in Clarion County were 
closed for approximately 6 hours after a truck transporting cows tipped over and 
ignited. 

Source: http://www.post-gazette.com/stories/news/transportation/cows-tipped-in- 
tractor-trailer-crash-on-interstate-80-670586/ 

5. January 16, Bridgewater Patch - (New Jersey) Stolen bus batteries valued at more 
than $2K. Bridgewater Township Police were investigating the theft of 1 1 batteries 
worth around $2000 from First Student school buses, which resulted in student pick-up 
delays January 15. 

Source: http://bridgewater.patch.com/articles/stolen-bus-batteries-valued-at-more-than- 
2k 

6. January 16, Associated Press - (Louisiana) Freezing rain closes schools, cancels 
flights. Freezing rain and sleet created unsafe driving conditions, cancelled flights, and 
closed several schools in northern Louisiana. Entergy reported power outages and 
damaged utility poles in several parishes throughout central and northern parts of the 
State. 

Source: http://www.sfgate.com/news/article/Freezing-rain-closes-schools-cancels- 
flights-4196270.php 
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Postal and Shipping Sector 

7. January 15, Taunton Dcdly Gazette - (Massachusetts) Postal worker from Taunton 
charged with stealing mail. A former U.S. Postal Service worker in Taunton was 
arrested after being accused of stealing mail while on the job in July 2012. 

Source: http://www.tauntongazette.com/newsnow/xll46192044/Postal-worker-from- 
Taunton-charged-with-stealing-mail 
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Agriculture and Food Sector 



8. January 16, Food Safety News - (National) Purina, Milo’s Kitchen recall dog treats 
for unapproved antibiotics. Purina and Milo’s Kitchen brand voluntarily recalled its 
chicken dog treats because they may contain small amounts of unapproved antibiotics 
from China. 

Source: http://www.foodsafetvnews.com/2013/01/purina-milos-kitchen-recall-dog- 
treats -for-unappro ved- 

antibiotics/?utm source=feedbumer&utm medium=feed&utm campaign=Feed:+foods 
afetynews/mRcs+(Food+Safety+News)&utm content=Google+Reader#.UPaUrx2Cm5 
8 

9. January 15, U.S. Department of Agriculture - (Wisconsin) Wisconsin firm recalls 
ground beef products due to possible E. coli 0157:H7 contamination. Glenn’s 
Market and Catering recalled 2,500 pounds of raw ground beef products that may be 
contaminated with E.coli O1057:H7. The recall includes various sized packages of its 
ground round, ground chuck and ground beef sold between December 22, 2012 and 
January 4 at its Watertown store. 

Source: 

http://www.fsis.usda.gov/News & Events/Recall 001 2013 Release/index.asp 
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Water Sector 



Nothing to report 



T Return to top i 



Public Health and Healthcare Sector 

10. January 15, HealthDay News - (National) ‘Spot’ shortages of flu vaccine, Tamiflu 
reported, FDA head says. U.S. health officials were reporting intermittent shortages 
of Tamiflu and the flu vaccine due to the sharp increase of flu cases throughout the 
country. 

Source: http ://health.usnew s .com/health-news/new s/articles/20 13/01/1 5/spot-shortages- 
of-flu-vaccine-tamiflu-reported-fda-head-savs 

11. January 15, Health IT Security - (Missouri) Patient data breach at Washington 
University School of Medicine. Personal data of about 1,100 patients of the 
Washington University School of Medicine were lost after a surgeon traveling in 
Argentina lost his laptop that contained the information. 

Source: http://healthitsecuritv.com/2Q13/01/15/patient-data-breach-at-washington- 
university-school-of-medicine/ 

12. January 15, Tehachapi News - (California) Burst pipe caused damage at senior 
center. After several days of cold weather, the Tehachapi Senior Center was closed due 
to a water pipe burst that caused flooding. 
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Source: http://www.tehachapinews.com/news/local/xl962354915/Burst-pipe-caused- 
damage-at-Senior-Center 
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Government Facilities Sector 



13. January 16, WYMT 57 HazardAVKYT 27 Lexington - (Kentucky) Police: Deadly 
Hazard campus shooting was domestic situation. An incident in the parking lot of 
Hazard Community and Technical College left two victims dead and one in critical 
condition January 15. The shooter turned himself in to police after the attack and faces 
several charges. 

Source: http://www.wkvt.com/wvmt/home/headlines/Police-Two-dead-in-shooting-at- 
Hazard-Community-Technical-College- 1 8703337 1 .html 

14. January 15, Associated Press - (Minnesota) Minnesota DNR notifying people of 
unauthorized access to records. Minnesota Department of Natural Resources notified 
5,000 people of possible identity fraud after a former employee accessed their 
information without authorization. 

Source: 

http://www.kdlt.com/index.php?option=com content&task=view&id=23372&Itemid= 
57 

15. January 15, Portsmouth Daily Times - (Kentucky) Text threatens shooting at 
Greenup County school. For the second day in a row the Greenup County High 
School in Kentucky, was locked down for about 2 hours January 15 after someone sent 
a text message claiming they would bring a gun into the school. Officials conducted a 
search and deemed the school safe. 

Source: http://www.portsmouth-dailytimes.com/view/full story/21417126/article-Text- 
threatens-shooting-at-Greenup-County-school 

16. January 15, Associated Press - (Wisconsin) Police: Man arrested in Wisconsin 
Capitol after making threat, saying he had molotov cocktail. After making threats 
through social media to blow up the Wisconsin Capitol with a molotov cocktail hours 
before the governor’s State of the State address January 15, a man was arrested when 
he entered the building and claimed he had a bomb with him. Officials evacuated a 
section of the building as they examined the contents of the man’s backpack. 

Source: http://www.washingtonpost.com/national/police-man-arrested-in-wisconsin- 
capitol-after-making-threat-saving-he-had-molotov-cocktail/2013/01/15/6665265e- 
5f76-lle2-9dc9-bca76dd777b8 story.html 

17. January 15, WESH 2 Daytona Beach - (Florida) Suspicious packet prompts FBI 
building evacuation. An FBI building in Maitland was evacuated for nearly 4 hours 
January 15 when they received a phone call about a package located in the building. 
After detonation, they discovered the item was a computer piece. 

Source: http://www.wesh.com/news/central-florida/orange-countv/Suspicious-packet- 
prompts-FBI-building-evacuation/-/12978032/18139138/-/n9sq80/-/index.html 
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18. January 15, Boston Herald- (Massachusetts) Boston University building evacuated 
after chemical spill. A chemical spill in the laboratory of Boston University forced the 
school to be evacuated January 15. Officials stated no one was harmed, and the 
building reopened after clean-up operations finished. 

Source: 

http://bostonherald.com/news opinion/local coverage/2013/01/boston university buil 
ding evacuated after chemical spill 

19. January 15, WPMT 43 York - (Pennsylvania) Student stabbed at Wilson Southern 
Middle School. A student at Wilson Southern Middle School suffered multiple stab 
wounds to the torso and arm January 15 as they were assaulted by a fellow student. The 
school was locked down and later released while the the police searched for the 
attacker, who was found with the weapon used in the encounter. 

Source: http ://fox43 . com/20 1 3/0 1/1 5/student- stabbed-at- wilson- southem-middle- 
school/ 

20. January 15, Las Vegas Guardian Express - (Missouri) Shooting at Stevens Institute 
of Business & Arts. A gunman was hurt by a self-inflicted gun wound after shooting 
an administrator at the Stevens Institute of Business & Arts in St. Louis January 15. 
Both men were transferred to a local hospital while students were evacuated and police 
cleared the scene of the crime. 

Source: http://guardianlv.com/2013/01/shooting-at-stevens-institute-of-business-arts/ 
For more stories, see items 5 and 6 
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Emergency Services Sector 

21. January 16, Maryland Gazette - (Maryland) Prince George’s police officer found 
guilty of gun theft, misconduct. A circuit court found a Prince George’s County 
police officer guilty of illegally selling and distributing 29 guns he confiscated while on 
a specialized task force between 2008-2009. Out of the 29 stolen guns, only 12 were 
recovered. 

Source: http://www. gazette.net/article/20 13011 6/NEW S/1 30 1 1 9403/1 1 24/prince- 
george-x2019-s-police-officer-found-guilty-of-gun-theft&template=gazette 

22. January 15, KOTV 6 Tulsa - (Oklahoma) Inmate threatens to stab, shoot, blow up 
Tulsa County jailer. A inmate in a Tulsa County jail is facing more charges after 
sending a letter January 14 to a jailer claiming he would shoot and stab the officer over 
20 times as well as bomb his home and vehicle. 

Source: http://www.newson6.com/storv/20591837/inmate-threatens-to-stab-shoot- 
blow-up-tulsa-county-jailer 
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Information Technology Sector 
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23. January 16, Softpedia - (International) Bouncer phishing kit allows only certain 
users to access malicious website. Researchers at RSA discovered a new phishing kit 
dubbed “bouncer” that only shows a malicious Web site to a preset list of email 
addresses, allowing attackers to only collect the information most valuable to them. 
Phishing campaigns analyzed thus far show that Web mail, corporate, and bank email 
addresses were targeted. 

Source: http://news.softpedia.com/news/Bouncer-Phishing-Kit-Allows-Only-Certain- 
Users-to-Access-Malicious-Website-321771.shtml 

24. January 16, Threatpost - (International) Oracle releases 86 patches in its January 
Critical Patch Update. Oracle released its quarterly Critical Patch Update, which 
addresses 86 security vulnerabilities in various Oracle products. 

Source: http://threatpost.com/en us/blogs/oracle -releases-86-patches-its-january- 
critical-patch-update-0 11613 

25. January 16, IDG News Service - (International) Adobe patches exploited ColdFusion 
flaws. Security updates for the ColdFusion application server were released by Adobe, 
closing four critical vulnerabilities that have recently been exploited in attacks. 

Source: 

http://www.computerworld.eom/s/article/9235894/Adobe patches exploited ColdFusi 
on flaws?source=rss security&utm source=feedbumer&utm medium=feed&utm ca 
mpaign=Feed:+computerworld/s/feed/topic/17+(Computerworld+Security+News)&ut 
m content=Google+Reader 

26. January 16, Krebs on Security - (International) New Java exploit fetches $5,000 per 
buyer. Krebs on Security reported that an apparently unpatched zero-day vulnerability 
in Java is being sold on underground forums for $5,000 to limited buyers. 

Source: http://krebsonsecuritv.com/2013/01/new-iava-exploit-fetches-5000-per-buver/ 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 



27. January 15, Honolulu Star-Advertiser - (Hawaii) Cable fire affects communications 
on Oahu and Kauai. A fire under an airport damaged fiber optic cables and led to a 
loss of Internet, phone, cable, and cell service for roughly 15,000 Oceanic Time Warner 
and several other Hawaiian Telecom and Sprint customers. The Kauai Police 
Department urged citizens to only dial 9-1-1 in the event of an actual emergency as 
they were experiencing problems as well. 

Source: http://www.staradvertiser.com/news/breaking/186990051.html 
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Commercial Facilities Sector 



28. January 15, WTVR 6 Richmond - (Virginia) Water damage forces apartment 
evacuation. A damaged fire sprinkler prompted an evacuation and left significant 
damage to a 55-unit apartment building in Richmond. 

Source: http://wtvr.com/2013/01/15/richmond-apartment-evacuated-water-damage/ 
For another story, see item 3 
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National Monuments and Icons Sector 



Nothing to report 
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Dams Sector 

29. January 16, Associated Press - (Louisiana) 2 accused of illegal hunting, damaging 
levee. Two men were accused of causing several thousand dollars of damage to almost 
a quarter-mile of a levee in LaSalle Parish by creating ruts in it with their truck as they 
hunted illegally from the vehicle. 

Source: http://www.sfgate.com/news/science/article/2-accused-of-illegal-hunting- 
damaging-levee-4197918.php 
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Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2341 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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